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Abstract: - Wireless Sensor Network (WSN) is an
emerging technology that shows great promise for
various futuristic applications both for mass public
and military. The sensing technology combined with
processing power and wireless communication
makes it lucrative for being exploited in abundance
in future. The inclusion of wireless communication
technology also incurs various types of security
threats. The intent of this proposed work is to
investigate the security related issues and challenges
in wireless sensor networks. We will identify the
security threats and review proposed security
mechanisms for wireless sensor networks.

I. INTRODUCTION
Wireless Sensor Network (WSN) is an emerging
technology that shows great promise for various
futuristic applications both for mass public and
military. The sensing technology combined with
processing power and wireless communication
makes it lucrative for being exploited in abundance
in future. The basic idea of sensor network is to
disperse tiny sensing devices; which are capable of
sensing some changes of incidents/parameters and
communicating with other devices, over a specific
geographic area for some specific purposes like
target  tracking, surveillance, environmental
monitoring etc. Wireless sensor networks are
quickly gaining popularity due to the fact that they
are potentially low cost solutions to a variety of real-
world challenges [1]. Their low cost provides a
means to deploy large sensor arrays in a variety of
conditions capable of performing both military and
civilian tasks. But sensor networks also introduce
severe resource constraints due to their lack of data
storage and power. Sensor networks also introduce
severe resource constraints due to their lack of data
storage and power. Both of these represent major
obstacles to the implementation of traditional
computer security techniques in a wireless sensor
network. The unreliable communication channel and
unattended operation make the security defences
even harder. Indeed, as pointed out in [2], wireless
sensors often have the processing characteristics of
machines that are decades old (or longer), and the
industrial trend is to reduce the cost of wireless
sensors while maintaining similar computing power.
Sensor networks are being deployed for a wide
variety of applications [3], including military sensing
and tracking, environment monitoring, patient
monitoring and tracking, smart environments, and
so on. When sensor networks are deployed in a
hostile environment, security becomes extremely
important as these networks are prone to different
types of malicious attacks. Sensor networks also
introduce severe resource constraints due to their

lack of data storage and power. Both of these
represent major obstacles to the implementation of
traditional computer security techniques in a
wireless  sensor  network. The unreliable
communication channel and unattended operation
make the security defences even harder. Indeed, as
pointed out in [4], wireless sensors often have the
processing characteristics of machines that are
decades old (or longer), and the industrial trend is to
reduce the cost of wireless sensors while
maintaining similar computing power.

II. LITERATURE SURVEY
A technique called verifiable multilateration (VM) is
described in [9]. In multilateration, a device’s
position is accurately computed from a series of
known reference points. In [9], authenticated
ranging and distance bounding are used to ensure
accurate location of a node. Because of distance
bounding, an attacking node can only increase its
claimed distance from a reference point.

In article [10], SeRLoc (Secure Range-Independent
Localization) is described. Its novelty is its
decentralized, range-independent nature. SeRLoc
uses locators that transmit beacon information. It is
assumed that the locators are trusted and cannot be
compromised.

Adrian Perrig [11] proposed a key-chain distribution
system for their yTESLA secure broadcast protocol.
The basic idea of the yTESLA system is to achieve
asymmetric cryptography by delaying the disclosure
of the symmetric keys. In this case a sender will
broadcast a message generated with a secret key.

Liu and Ning [12] propose an enhancement to the
UTESLA system that uses broadcasting of the key
chain commitments rather than yTESLA’s unicasting
technique. They present a series of schemes starting
with a simple pre-determination of key chains and
finally settling on a multi-level key chain technique.

Wood and Stankovic define one kind of denial of
service attack as “any event that diminishes or
eliminates a network’s capacity to perform its
expected function” [14]. Certainly, denial of service
attacks is not a new phenomenon. In fact, there are
several standard techniques used in traditional
computing to cope with some of the more common
denial of service techniques, although this is still an
open problem to the network security community.
Attacks can also be made on the link layer itself. One
possibility is that an attacker may simply
intentionally violate the communication protocol,
e.g., ZigBee [15] or IEEE 801.11b (Wi-Fi) protocol,
and continually transmit messages in an attempt to
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generate collisions. Such collisions would require the
retransmission of any packet affected by the
collision. Using this technique it would be possible
for an attacker to simply deplete a sensor node’s
power supply by forcing too many retransmissions.

Albers et al. describe an intrusion detection
architecture based on the implementation of a local
intrusion detection system (LIDS) at each node [17].
In order to extend each node’s “vision” of the
network, Albers suggests that the LIDS existing
within the network should collaborate with one
another. All LIDS within the network will exchange
two types of data, security data and intrusion alerts.

Chan et al. [18] improved E-G scheme and developed
composite scheme. The -composite  key
establishment scheme allows two sensor nodes
setup a pair wise key only when they share at least
common keys. It is illustrated that, by increasing the
value of the resilience against node capture would be
improved.

According to R.A. Powers [19], battery capacity only
doubles in 35 years. Energy constraints are unlikely
to be solved in the near future with the slow
progress in battery capacity and energy scavenging.
Security is a broadly used term encompassing the
characteristics of authentication, integrity, privacy,
non-repudiation, and anti-playback [20]. The more
the dependency on the information provided by the
networks has been increased, the more the risk of
secure transmission of information over the
networks has increased.

III. OBSTACLES OF SENSOR SECURITY

A wireless sensor network is a special network
which has many constraints compared to a
traditional computer network. Due to these
constraints it is difficult to directly employ the
existing security approaches to the area of wireless
sensor networks. Therefore, to develop useful
security mechanisms while borrowing the ideas
from the current security techniques, it is necessary
to know and understand these constraints first [5].

3.1 Very Limited Resources

All security approaches require a certain amount of
resources for the implementation, including data
memory, code space, and energy to power the
sensor. However, currently these resources are very
limited in a tiny wireless sensor.

Limited Memory and Storage Space: A sensor is a
tiny device with only a small amount of memory and
storage space for the code. In order to build an
effective security mechanism, it is necessary to limit
the code size of the security algorithm [6].

Power Limitation: Energy is the biggest constraint
to wireless sensor capabilities. We assume that once
sensor nodes are deployed in a sensor network, they
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cannot be easily replaced (high operating cost) or
recharged (high cost of sensors).

3.2 Unreliable Communication

Certainly, unreliable communication is another
threat to sensor security. The security of the
network relies heavily on a defined protocol, which
in turn depends on communication.

Unreliable: Transfer normally the packet-based
routing of the sensor network is connectionless and
thus inherently unreliable. Packets may get damaged
due to channel errors or dropped at highly
congested nodes. The result is lost or missing
packets. Furthermore, the wunreliable wireless
communication channel also results in damaged
packets. Higher channel error rate also forces the
software developer to devote resources to error
handling.

Conflicts: Even if the channel is reliable, the
communication may still be unreliable. This is due to
the broadcast nature of the wireless sensor network.
If packets meet in the middle of transfer, conflicts
will occur and the transfer itself will fail. In a
crowded (high density) sensor network, this can be a
major problem. More details about the effect of
wireless communication can be found at [1].

Latency: The multi-hop routing, network congestion
and node processing can lead to greater latency in
the network, thus making it difficult to achieve
synchronization —among sensor nodes. The
synchronization issues can be critical to sensor
security where the security mechanism relies on
critical event reports and cryptographic key
distribution. Interested readers please refer to [7] on
real-time communications in wireless sensor
networks.

3.3 Unattended Operation

Depending on the function of the particular sensor
network, the sensor nodes may be left unattended
for long periods of time. There are three main
caveats to unattended sensor nodes:

Exposure to Physical Attacks: The sensor may be
deployed in an environment open to adversaries,
bad weather, and so on. The likelihood that a sensor
suffers a physical attack in such an environment is
therefore much higher than the typical PCs, which is
located in a secure place and mainly faces attacks
from a network.

Managed Remotely: Remote management of a sensor
network makes it virtually impossible to detect
physical tampering (i.e., through tamperproof seals)
and physical maintenance issues (e.g, Dbattery
replacement).

No Central Management: Point A sensor network
should be a distributed network without a central
management point. This will increase the vitality of
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the sensor network. However, if designed
incorrectly, it will make the network organization
difficult, inefficient, and fragile.

IV. SECURITY REQUIREMENTS

A sensor network is a special type of network. It
shares some commonalities with a typical computer
network, but also poses unique requirements of its
own as discussed in Section 2. Therefore, we can
think of the requirements of a wireless sensor
network as encompassing both the typical network
requirements and the unique requirements suited
solely to wireless sensor networks.

4.1. Data Confidentiality

Data confidentiality is the most important issue in
network security. Every network with any security
focus will typically address this problem first. In
sensor networks, the confidentiality relates to the
following [8]: A sensor network should not leak
sensor readings to its neighbors. Especially in a
military application, the data stored in the sensor
node may be highly sensitive. In many applications
nodes communicate highly sensitive data, e.g., key
distribution; therefore it is extremely important to
build a secure channel in a wireless sensor network.
Public sensor information, such as sensor identities
and public keys, should also be encrypted to some
extent to protect against traffic analysis attacks.

4.2 Data Integrity

With the implementation of confidentiality, an
adversary may be unable to steal information.
However, this doesn’t mean the data is safe. The
adversary can change the data, so as to send the
sensor network into disarray. For example, a
malicious node may add some fragments or
manipulate the data within a packet. This new
packet can then be sent to the original receiver. Data
loss or damage can even occur without the presence
of a malicious node due to the harsh communication
environment. Thus, data integrity ensures that any
received data has not been altered in transit.

4.3 Data Freshness

Even if confidentiality and data integrity are assured,
we also need to ensure the freshness of each
message. Informally, data freshness suggests that the
data is recent, and it ensures that no old messages
have been replayed. This requirement is especially
important when there are shared-key strategies
employed in the design. Typically shared keys need
to be changed over time. However, it takes time for
new shared keys to be propagated to the entire
network.

4.4 Availability

Adjusting the traditional encryption algorithms to fit
within the wireless sensor network is not free, and
will introduce some extra costs. Some approaches
choose to modify the code to reuse as much code as
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possible. Some approaches try to make use of
additional communication to achieve the same goal.
4.5 Self-Organization

A wireless sensor network is a typically an ad hoc
network, which requires every sensor node be
independent and flexible enough to be self-
organizing and self-healing according to different
situations. There is no fixed infrastructure available
for the purpose of network management in a sensor
network. This inherent feature brings a great
challenge to wireless sensor network security as
well.

4.6 Time Synchronization

Most sensor network applications rely on some form
of time synchronization. In order to conserve power,
an individual sensor’s radio may be turned off for
periods of time. Furthermore, sensors may wish to
compute the end-to end delay of a packet as it
travels between two pair wise sensors.

4.7 Secure Localization

Often, the utility of a sensor network will rely on its
ability to accurately and automatically locate each
sensor in the network. A sensor network designed to
locate faults will need accurate location information
in order to pinpoint the location of a fault.
Unfortunately, an attacker can easily manipulate non
secured location information by reporting false
signal strengths, replaying signals, etc.

4.8 Authentication

An adversary is not just limited to modifying the
data packet. It can change the whole packet stream
by injecting additional packets. So the receiver needs
to ensure that the data used in any decision-making
process originates from the correct source. On the
other hand, when constructing the sensor network,
authentication is necessary for many administrative
tasks (e.g. network reprogramming or controlling
sensor node duty cycle).

V. ATTACKS ON WSN

Sensor networks are particularly vulnerable to
several key types of attacks. Attacks can be
performed in a variety of ways, most notably as
denial of service attacks, but also through traffic
analysis, privacy violation, physical attacks, and so
on. Denial of service attacks on wireless sensor
networks can range from simply jamming the
sensor’'s communication channel to more
sophisticated attacks designed to violate the 802.11
MAC protocols [13] or any other layer of the wireless
sensor network. Due to the potential asymmetry in
power and computational constraints, guarding
against a well-orchestrated denial of service attack
on a wireless sensor network can be nearly
impossible. A more powerful node can easily jam a
sensor node and effectively prevent the sensor
network from performing its intended duty.
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Denial of Service attacks: - A standard attack on
wireless sensor networks is simply to jam a node or
set of nodes. Jamming, in this case, is simply the
transmission of a radio signal that interferes with
the radio frequencies being used by the sensor
network [13].

The Sybil attack: - The Sybil attack is defined as a
“malicious device illegitimately taking on multiple
identities”. It was originally described as an attack
able to defeat the redundancy mechanisms of
distributed data storage systems in peer-to-peer
networks.

Traffic Analysis Attacks: - An attacker need only
monitor which nodes are sending packets and follow
those nodes that are sending the most packets. In a
time correlation attack, an adversary simply
generates events and monitors to whom a node
sends its packets.

Node Replication Attacks: - a node replication
attack is quite simple: an attacker seeks to add a
node to an existing sensor network by copying
(replicating) the node ID of an existing sensor node.
A node replicated in this fashion can severely disrupt
a sensor network’s performance: packets can be
corrupted or even misrouted. This can result in a
disconnected network, false sensor readings, etc.

Attacks against Privacy: Sensor network
technology promises a vast increase in automatic
data collection capabilities through efficient

deployment of tiny sensor devices. While these
technologies offer great benefits to users, they also
exhibit significant potential for abuse. Particularly
relevant concerns are privacy problems, since sensor
networks provide increased data collection
capabilities.

Physical Attacks: - Sensor networks typically
operate in hostile outdoor environments. In such
environments, the small form factor of the sensors,
coupled with the unattended and distributed nature
of their deployment make them highly susceptible to
physical attacks, i.e., threats due to physical node
destructions. Unlike many other attacks mentioned
above, physical attacks destroy  sensors
permanently, so the losses are irreversible.

VI. CONCLUSIONS
In literatures described the four main aspects of
wireless sensor network security: obstacles,
requirements, attacks, and defences as explained in
this proposed work. Within each of those categories
also sub-categorized the major topics including
routing, trust, denial of service, and so on. This work
mainly focused to give an overview of the rather
broad area of wireless sensor network security. As
wireless sensor networks continue to grow and
become more common, it is expect that further
expectations of security will be required of these
wireless sensor network applications. In particular,
the addition of public key cryptography and the
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addition of public-key based key management will
likely make strong security a more realistic
expectation in the future. In our proposed work we
will provide algorithm in such a way to produce
privacy and trust of wireless sensor networks.
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