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Abstract— Security has become a crucial issue between the 
mobile nodes in Mobile Ad hoc Network (MANET). MANET 
is usually a lot of liable to physical security attacks and 
threats than the fixed- cable networks. The inherent 
characteristics of MANET like wireless medium, highly 
dynamic topology, distributed cooperation, resource 
strained capability, and restricted physical security poses 
variety of nontrivial security challenges to the network. 
Hence, social control of security through secure routing 
protocol becomes a very crucial task. Non-optimal routes 
are results of malicious modification through offender and 
inconsistent routing data exchange by offender during 
packet forwarding. The dynamic nature of MANET causes 
link breaks and new path ought to be search which cannot 
be optimum. In this paper, a trial has been created to think 
about the malicious varied attacks and security schemes 
proposed by various researchers and also proposed the 
some new approach against wormhole attack in MANET. In 
this paper we highlight the overview of MANET with 
description of routing protocols, security issue and attacks 
in MANET. Actually we focus on different types of attack 
and also present the some security scheme against attacks.  
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I. INTRODUCTION 
Mobile Ad-Hoc Network (MANET) is an infrastructure 

less assortment of mobile nodes which will randomly 
modification their geographic locations specified these 
networks have dynamic topologies and random quality 
with affected resources. They even have capability of 
network partition. A mobile ad hoc network (MANET) is a 
self-organized multi-hop system comprised of mobile 
wireless nodes [1].  

 
 

Fig.1 Example of MANET 
Two nodes out of direct communication range would like 
intermediate nodes to forward their messages shown in 
figure one. The Sender S has communicate with Receiver R 
through intermediate nodes A and B. Common applications 
of MANET are: military or police networks, business 
operations like oil drilling platforms or mining operations 
and emergency response operation similar to once natural 
disaster like a flood, tornado, cyclone and earthquakes. 
Because of multi-hop routing and open operating 
atmosphere, MANETs are liable to attacks by self-seeking 
or malicious nodes, such as packet dropping (black-hole) 

attacks and selective forwarding (gray-hole) attacks. Black 
hole attack may be a style of attack that is work on 
established path in between sender and receiver [2]. 
However if the sender has begin knowledge transmission 
then in this case the black hole offender has produce an 
immediate node link to sender, observed as a black hole 
attack between them, it means that additional of the 
amount of trusty nodes it means that higher flourishing 
electronic communication method rates may expected. 
During this desertion we tend to proposed detection also as 
bar technique against black hole attack, for detection we 
tend to use profile base detection technique and obtain 
offender node info like node variety, variety of attack 
packet, attack time etc [3]. Afterward we tend to prevent 
black hole attack using neighbor trust worthy base 
technique and secure the mobile ad-hoc network 
communication, through our proposal we offer secure also 
as reliable communication and simulate through network 
simulator-2 and analyze the network behavior in attack 
and prevention case. Afterward we will also evaluate 
performance of network on the bases of network 
parameter like turnout, packet delivery ratio, throughput, 
routing load etc.       

II. ROUTING PROTOCAL DESCRIPTION 
There are primarily three types of routing protocols [4, 

5, 6]: Proactive protocols in networks utilizing a proactive 
routing protocol, each node maintain one or additional 
tables representing the complete topology of the network. 
These tables are updated often so as to keep up up-to-date 
routing info from every node to each alternative node. To 
keep up up-to-date routing info, topology info must be 
changed between the nodes on an everyday basis that 
successively ends up in comparatively high overhead on 
the network. The advantage is that routes can continually 
be obtainable for the asking. 

Reactive protocols in contrast to proactive routing 
protocols, reactive routing protocols don't create the nodes 
initiate a route discovery method till a route is needed. This 
ends up in higher latency than with proactive protocols, 
however lower overhead.  

Hybrid protocols every node maintains each the topology 
info at intervals its zone and therefore the info relating to 
neighboring zones meaning proactive behavior at intervals 
a zone and reactive behavior among zones. Thus, a route to 
every destination at intervals a zone is established 
instantaneously, whereas a route discovery and a route 
maintenance procedure are needed for destinations that 
are in alternative zones. 
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III. SECURITY PROBLEMS FOR MANETS 
Vulnerabilities of operational systems and higher layer 

applications that belong to user programs such as 
databases, browsers, or client-server applications don't 
seem to be thought-about as a security issue for 
unexpected networks [5, 6]. General attack varieties are the 
threats against the routing layer of the MANET adore 
physical, MAC and network layer that is that the most vital 
perform of wireless ad-hoc network for the routing 
mechanism, familiarizing the packets once a route 
discovery method. Alternative vulnerabilities are 
application security, network security, information security 
that is studied in several works that don't seem to be 
explained well here. Attacks to the wireless ad-hoc network 
within the networking layer sometimes have 2 purposes: 
not forwarding packets or adding and ever-changing some 
parameters of routing messages; adore sequence variety 
and information processing addresses. These are elaborate 
within the resulting sections. Using one in all the key 
mechanisms adore cryptography or authentication [7], or 
each in an exceedingly network, is a preventive approach 
and might be used against ‘attackers’. However, these 
mechanisms defend the network against attacks that return 
from outside, malicious ‘insiders’ that use one in all the 
important keys also can threaten the safety. to Illustrate, in 
an exceedingly battle field wherever MANET are used, even 
though keys are protected by temper proof hardware that 
are utilized in the vehicles within the network, it's tough to 
mention that these vehicles exhibit constant behavior if the 
enemy captures them. On the opposite hand, a node could 
un-deliberately misdemeanor as if it's broken. A node with 
a failing battery that is unable to perform network 
operations could also be perceived as an attack. Another 
malicious behavior of the nodes is stinginess. Self-seeking 
nodes refrain from overwhelming its resources; adore 
battery, by not collaborating in network operations. 
Therefore, failing and self-seeking nodes conjointly have an 
effect on the network performance as they are doing not 
properly method network packets, adore in routing 
mechanism. We should, so make sure that everything is 
properly operating within the network to support overall 
security and identify how an insider capable to attack the 
Mobile ad hoc network. Wireless ad-hoc networks ought to 
be protected with an intrusion detection system that can 
perceive the doable actions of attackers and might produce 
a solution against these attacks. 

IV. TYPES  OF ATTACKS 
Mobile ad hoc networks are liable to varied attacks not 

solely from outside however conjointly from at intervals 
the network itself. Ad hoc network are principally 
subjected to two completely different levels of attacks. The 
primary level of attack happens on the essential 
mechanisms of the unexpected network adore routing. 
Whereas the second level of attacks tries to break the safety 
mechanisms used within the network. The attacks in 
MANETs are divided into 2 major varieties. Network either 
as internal, external or/ also as active or passive attack 
against the network. 

The connectivity of mobile nodes over a wireless link in 
MANETS that is multi hop in nature powerfully depends on 
the actual fact that ensures cooperation among the nodes 

within the network. Since network layer protocols forms 
property from one hop neighbors to all or any alternative 
nodes in MANET, the reassurance of cooperation among 
nodes is needed. The attacks in MANETS are classified into 
two major classes, particularly passive attacks and active 
attacks, consistent with the attack suggests that [5, 6, 8]. 
Passive attacks are those, launched by the adversaries only 
to snoop the info network. Such attacks identification 
becomes terribly tough since network itself doesn't affect 
and that they will reduced by exploitation powerful coding 
techniques. However a lively attack tries to change or 
destroy the data that's being changed, thereby heavy the 
conventional practicality of the network changed within 
the network. These adversaries in any approach don’t 
disturb the operation. 

a) Impersonation: - A malicious node can launch several 
attacks during a network by masquerading as another node 
(Spoofing). Spoofing happens once a malicious node 
misrepresents its identity and also the traffic that belongs 
to the impersonated node is redirected to the malicious 
node. 

b) Modification: - A malicious node could attack by fixing 
the protocol fields of messages passed among the nodes. 
Malicious node will simply cause traffic subversion and 
denial of service by setting the false values of assorted 
fields within the packet like route sequence numbers.  

c) Fabrication: - In such sort of attack, a wrongdoer or 
malicious node generates the false routing info. As a result 
of the routing constructs comes as valid thus such 
reasonably attacks are tough to indentify. As an example, a 
false RERR route error message is generated by an 
assaulter that claims that a neighbor can no longer be 
contacted. 

d) Wormhole Attack: - In this sort of attack, 2 colluding 
malicious nodes produce a tunnel between them employing 
a non-public high speed network(s). This attack permits a 
node to short-circuit the conventional flow of routing 
message. The wrongdoer at one end collects the info and 
replays them at the opposite end exploitation tunnel.  

e) Black hole Attack: - An intruder can launch this attack 
by causing false routing information and advertise itself as 
having an optimum path to the destination node. As an 
example, a malicious node will reply for route request 
incorrectly while not having a lively route to the 
destination and causes alternative sensible nodes to route 
knowledge packets through the malicious node. 

f) Denial of Service (DoS):- The first type of attack is 
denial of service, that aims to crab the provision of sure 
node or maybe the services of the whole unplanned 
networks. Within the ancient wired network, the DoS 
attacks are dispensed by flooding some reasonably 
network traffic to the target so on exhaust the process 
power of the target and create the services provided by the 
target become unavailable. However, it becomes not 
sensible to perform the normal DoS attacks within the 
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mobile ad hoc networks as a result of the distributed nature 
of the services. Moreover, the mobile unplanned networks 
are additional vulnerable than the wired networks as a 
result of the interference-prone radio channel and the 
restricted battery power. Within the practice, the attacker 
packet delivering from predefined path. 

V. PREVIOUS WORK HAS BEEN DONE 
The previous work provides the information of security 

scheme that provides security in MANET. Some of the 
scheme is mention below:- 

V. Keerthika ET. Al [2] proposed Direct/indirect trust is 
computed using normalized Route Reply misbehavior 
factor, link quality, and successful deliveries to mitigate 
black hole attack. Trust recommendation protocol has 3 
types of new routing messages, first is Trust Request 
Message (TREQ), second is Trust Reply Message (TREP) 
and third is Trust Warning Message (TWARN) These share 
a common message structure. Nodes travel a long distance 
in space among one in MANETs and are not specific of 
another's reliability because of not gathering sufficient 
evidence. The model is needed to represent uncertainty 
accordingly with common uncertainty. Direct/indirect trust 
is computed to track a node’s trustworthiness in this work. 

Hussain et al [9] proposed Denial of Service Attack in 
AODV &amp; Friend features Extraction to style Detection 
Engine for Intrusion Detection System in Mobile Adhoc 
Network. During this work Denial of Service attack is 
applied within the network, evidences are collected to style 
intrusion detection engine for MANET Intrusion Detection 
System (IDS). Feature extraction and rule inductions are 
applied to seek out the accuracy of detection engine by 
exploitation support vector machine. True Positive 
generated by the detection engine is extremely high and 
False Positive is suppressed to negligible. True positive are 
reported in no time in Lids &amp; Friend list generated by 
Lids are sent to the Girds module for more investigation. 
Global Detection Engine can generate the friend list in line 
with trust level, higher the trust level of the node is also 
used for different totally different processes like routing, 
and deciding the cluster head for ascendable ad-hoc 
networks. Feature extracted for Routing parameters and 
MANET Traffic generation parameters is used for various 
routing protocols. For  detection engine machine learning 
algorithmic program Support Vector Machine is employed 
that is lightweight weighted and regarded best among the 
supervised learning algorithms, prediction (accuracy) 
generated by the SVM for input options and totally different 
values of C &amp; λ to established the system for given 
coaching and testing information sets are satisfactory. 

Jing-Wei Huang et al [10] proposed Multi-Path Trust-
Based Secure AOMDV Routing in unexpected Networks. 
During this work uses a trust based mostly multipath 
AOMDV routing combined with soft encoding, yielding our 
so-called T-AOMDV scheme. a lot of exactly, this approach 
consists of 3 steps: (1) Message encoding – wherever at the 
supply node, the message is segmented into three 
components and these components are encrypted using 
one another using some XOR operations, (2) Message 
routing – wherever the message components are routed on 
an individual basis through totally different trust based 
mostly multiple ways using a novel node disjoint AOMDV 

protocol, and (3) Message coding – wherever the 
destination node decrypts the message components to 
recover the first message. 

Shreenath et al [11] planned Countermeasures against 
Multicast Attacks on Enhanced-On Demand Multicast 
Routing Protocol in MANETs. This work concentrates on 
raising the Secure Enhanced-On Demand Multicast Routing 
Protocol (EODMRP) to safeguard it against flooding and 
blackhole attacks. The planned mechanism is for flooding 
attack works even once the identity of the malicious nodes 
is unknown and doesn't use any extra network bandwidth. 
The performance of little multicast cluster can degrade 
seriously below these kinds of attacks even the answer is 
obtainable. The planned algorithm provides protection 
against region attack in MANET. 

Sujatha et al. [12] planned style of Genetic algorithmic 
program based mostly IDS for painter. During this work a 
method to research the exposure to attacks in AODV, 
specifically the foremost common network layer hazard, 
region attack and to develop a specification based Intrusion 
Detection System (IDS) exploitation Genetic algorithm 
approach. The planned system relies on Genetic algorithm 
that analyzes the behaviors of each node and provides 
details regarding the attack. Genetic algorithm control 
(GAC) may be a set of varied rules supported the important 
options of AODV like Request Forwarding Rate, Reply 
Receive Rate and then on. 

Konate et al [13] proposed AN Attacks Analysis in 
mobile unexpected networks: Modeling and Simulation. In 
this paper present work is devoted to review attacks and 
countermeasures in MANET. When a brief introduction to 
what MANETs are and network security we tend to gift a 
survey of varied attacks in MANETs relating fail routing 
protocols. We tend to additionally gift the various tools 
employed by these attacks and also the mechanisms 
utilized by the secured routing protocols to counter them. 
During this outlined the conception of DoS like its varied 
varieties. They given many alternatives of DoS attacks met 
in MANETs, their operational method so the mechanisms 
used and also the protocols that implement them to 
counter these attacks. 

 Gandhewar et al [14] planned Detection and prevention 
of sinkhole Attack on AODV Protocol in Mobile Adhoc 
Network. This work in the main focuses on sinkhole 
problem, its consequences &amp; presents mechanism for 
detection &amp; prevention of it on the context of AODV 
protocol. Depression is one among severe quite attack that 
makes an attempt to draw in most of network traffic 
towards it &amp; degrade the performance of network. 
AODV is principally analyzed below blackhole, wormhole 
&amp; flooding attack, that must analyze below other 
forms of attack additionally. It additionally shows 
performance of AODV with no depression attack, 
vulnerable &amp; when applying our mechanism in the 
form of simulation result obtained surely variation of nodes 
in network, by considering performance metrics as output, 
PDR, end to end delay &amp; Packet loss. 

P.K Singh et al [15] proposed an efficient prevention of 
black hole problem in AODV Routing Protocol in MANET. In 
this work a solution to the region attack in one among the 
foremost outstanding routing algorithmic program, ad-hoc 



International Journal of Current Trends in Engineering & Technology  
ISSN: 2395-3152 

                         Volume: 03, Issue: 02 (MARCH-APRIL, 2017) 
 

69 

 

on demand distance vector (AODV) routing, for the 
MANETs. The region attack is one among such security 
risks. During this attack, a malicious node incorrectly 
advertise shortest path to the destination node with a 
meaning to disrupt the communication. The proposed 
methodology uses promiscuous mode to discover malicious 
node (black hole) and propagates the knowledge of 
malicious node to any or all the opposite nodes within the 
network. 

VI. CONCLUSION  
In MANET nodes are fee to moves at nay where in 

limited area of communication. In this network the attacker 
are easily modified the actual performance of dynamic 
network. Mobile ad hoc Networks have the flexibility to 
setup networks in an exceedingly cruel environment 
wherever it should inconceivable to deploy a conventional 
network infrastructure. Whether ad hoc networks have 
immense potential, still there are several challenges left to 
overcome. Security is a vital feature for readying of MANET. 
Security is such a crucial feature that it may confirm the 
success and wide readying of MANET. A spread of attacks is 
known. Existing security techniques may be applied at 
intervals wireless networks to diminish security threats. As 
a bonus, the decentralized nature of MANETs provides 
further hardiness against the one points of failure. The 
blackhole attack could be a form of attack that performs the 
malicious activity by making own link and avoids actual 
link i.e. the actual path for data delivery. This paper 
provides the overview of routing protocols, overview of 
different kinds of attack and discuss security problem. The 
security scheme against attack is also mention that 
improves the network performance. In future the whole 
focus is on the security against blackhole attack in MANET. 
We will propose detection as well as prevention technique 
against blackhole attack, for detection we use profile base 
detection technique and get black hole attacker node 
information like node number, number of attack packet, 
attack time etc. after that we prevent blackhole attack using 
neighbor trust worthy base technique and secure the 
MANET communication, through our proposal. The 
proposed scheme is provide secure as well as reliable 
communication and simulate through network simulator-2 
and analyze the network behavior in attack and prevention 
case. After that we measure the performance of network on 
the bases of network parameter like throughput, packet 
delivery ratio, throughput, routing load etc. 
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