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Abstract— In recent years, developers build abundant 
mobile applications in various domains such as 
entertainment, sports, social networking, business, news 
and travel. The convergence of mobile computing, social 
networking and Cloud Computing (CC) gave birth to a new 
and powerful paradigm of pervasive computing i.e. ‘Mobile 
Social Cloud Computing’ (MSCC), for achieving great 
interaction. Mobile devices in MSCC create SNs, which is 
based on basic authentication, to share cloud services. 
MSCC has some distinctiveness that differentiates it from 
usual Grid computing. Though, there are many issues in 
MSCC due to the behavior of mobile devices that must be 
handled. One such behavior is malicious behavior. 
Malicious in this paper includes all user acts that only use 
cloud services from other users and avoid providing cloud 
services to others. Most of the schemes are proposed 
against random faulty clouds and works well, but these do 
not protect from malicious nodes present in clouds. In this 
work, the affects of malicious nodes on quality of service 
(QoS) parameters are presented to pioneer towards 
development of fault tolerant algorithms.  
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I. INTRODUCTION 
In the recent years, we have seen that CC frameworks, 
such as AWS (Amazon Web Services) [2], Microsoft 
Azure [3] and Google App Engine [4] become 
progressively more popular among IT developers and 
organizational clients. Mobile Social Cloud Computing 
(MSCC) [1, 5] integrates the Cloud Computing [8] and 
Social networking into the wireless mobile 
communication environment. We have seen an 
exceptional boost in the usage and deployment of smart 
phone platforms and social networking applications 
worldwide. Social Networking Service (SNS) [6] is 
platform provided by an application, where people with 
similar interests, family and friends connect with each 
other to communicate and share the data. In social 
computing, users share media and other files among each 
other with less or no authentication because users are 
eager to provide their data to other SN members even 

through mobile devices. Another reason of using SNS 
nowadays is to promote the businesses and to reach out 
more and more people and communities. It has 
significantly impacted people’s lives in every aspect: 
from social to personal as they regularly share and 
communicate on social networks (SNs). The utilization of 
SNS is really soaring with increased use of wireless 
mobile devices [1]. 
In the SNS, malicious users are those who take cloud 
services from other devices and shun providing services 
to others due to one or the other reason [1]. Malicious 
users may reject another’s request when getting a 
request for cloud services from another user or 
disconnect another user forcibly even while providing 
cloud services to another user. Malicious nodes affect the 
QoS at much greater extent. Here, in this work, the affects 
of such nodes on certain QoS parameters [9] is studied. 

 
Fig. 1: Connection and Sharing in MSCC Environment 

II. SCC ENVIRONMENT 
MSCC can address the faults (problems frequent 
disconnections due to resource scarcity and mobility) by 
executing mobile applications on providers external to 
the mobile device [7]. Figure 1 shows the MSCC 
computing environment and communication format over 
MSCC. MSCC is using Content Addressable Network 
(CAN) which is type of Peer-to-Peer network. For 
instance User-1 and User-2 are on same social network. 
When User-1 requests cloud service from server, the 
server returns address of device of user 2 from within 
the same social network of user 1.Finally both user 
connect and share the resources and / or services, 
without much authentication. Also a mobile device can 
be a member of any or every social network. 
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III. EXPERIMENT 
The simulation environment, for experimenting with 
MSCC, is configured in famous CloudSim [10] tool. The 
algorithm for malicious node deployment in MSCC and 
other objects are instantiated for MSCC. 
 
3.1 Simulation Scenario and Configuration 
The network chosen for experimentation is with CAN, as 
it is just to define logical structure of Mobile Networks. 
CAN structure does not influence either QoS scheduling 
performance or fault tolerance [1]. The simulation 
scenario for experimentation purpose and configuration 
is given in Table 1 and 2 respectively. 

 
Table 1: Simulation Scenarios 

Case No. SNS With Malicious Node 

Case 1 Yes No 

Case 2 Yes Yes 

 
Table 2: Simulation Configuration 

Entiities Numbers 

Data Centre 03 

Broker 04 

Virtual Machine 30 

Hosts(Mobile Devices) 100 

Cloudlet (Varying length) 50 

VMM Xen 

VM Configuration 
RAM=512, 
MIPS=250, 

PEs=01 
 

 
Fig.2: Effect of Malicious Nodes on Execution Time in SNS 

 
Fig. 3: Effect of Malicious Nodes on Finish Time in SNS 

IV. CONSEQUENCES OF MALICIOUS NODES IN SNS: AN ANALYSIS 
To see the effects of Malicious Nodes in SNS, 02 cases 
mentioned in Table 1 are simulated and results are listed 
in Table 3. The results of 10 experiment runs out of 50 
are taken. The average number of malicious nodes is 
approximately 50% in the environment. 

4.1 Cloud Service Execution Time 
It is referred to as time taken to execute the service that 
is requested by mobile device. Figure 2, showing the 
effects of malicious nodes on execution time. 

4.2 Cloud Service Finish Time 
Finish Time represents the end of all tasks running at DC. 
It is also represented as Maximum Turnaround time 
taken by a process. In Figure 3, effects of malicious nodes 
on finish time, is shown.  

Table 3: Comparison of QoS Performance Parameters 

 

 
Fig. 4: Effect of Malicious Nodes on Response Time in SNS 

 
4.3 Cloud Service Response Time 
It refers to the time which is elapsed between 
submission of service request and time when application 
or host starts response. In other words, the time of 
beginning of the first service execution is known as 
response time. In Figure 4, the effects of malicious nodes 
on response time, is shown. 
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4.4 Analysis  
After analyzing the results as depicted in Figures 2 to 4, 
following Observations has been done: 
1. The execution time is increased by 65% in malicious 
environment. 
2. The Finish time is increased by 78% in malicious 
environment. 
3. The response time in increased by 1.5 times the 
normal response time. 
 

V. CONCLUSION & FUTURE WORK. 
In most of the previous works referred the severity of 
malicious behaviour of nodes did not analyzed. It is must 
to consider malicious nodes in SN based on MSCC as it is 
common phenomenon by nodes to misbehave or act 
maliciously. In this work, a detailed analysis of effects, 
imposed by malicious behaviour of nodes in MSCC, is 
presented. MSCC essentially includes another user 
requirement i.e. QoS. QoS is necessary metric to evaluate 
the quality of MSCC. Depending on the research areas, 
different researchers defined QoS in different ways. Time 
and Cost are considered in basic QoS while reliability, 
availability, security/privacy, and reputation covered in 
extended QoS. In this work, affects of malicious nodes 
over certain metrics are studied. In literature, to exclude 
such users, mobile device reputation function is used. As 
a future work, effects of such nodes on extended 
parameters can also be studied to develop effective fault 
tolerant scheduling algorithms. The work also motivates 
to build a system to evaluate the accuracy of fault 
tolerant algorithms. 
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